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ABSTRACT

The widespread implementation of [oT and IloT in critical systems has extended the attack surface
against which Advanced Persistent Threats (APTs), characterized by a multi-step and persistent nature,
can operate. Current intrusion detection models are ill-equipped to capture APT behavior because they
are event-centric and focus on detecting events that indicate intrusion. Current IoT security models
classify detected intrusions as benign or malicious. Still, they cannot handle campaign progression,
temporal persistence, varying threat levels, critical asset exposure, uncertainty, or prioritization of
response actions. In this paper, we present an Intelligent Adaptive Threat Modeling (IATM) approach
that views intrusion detection as an evidence-generation process and adds an adaptive threat-state
modeling layer on top of it. We select CICAPT-110T2024 as the primary benchmark because it provides
network traffic, provenance logs, attack timestamps, and multi-stage APT evidence from an IloT testbed.
We specify a leakage-safe evaluation protocol for event-level detection, threat-state estimation, static-
versus-adaptive assessment, early warning, ablation, robustness, statistical validation, and
computational efficiency. Published CICAPT-IIoT results are retained as verified external baselines;
numerical IATM values in the present manuscript remain explicitly illustrative and must be replaced by
held-out experimental outputs before journal submission. The contribution is therefore an evidence-to-
decision framework for continuously updated, interpretable, asset-aware operational threat
intelligence rather than another standalone attack classifier.

Keywords: Advanced Persistent Threat; Critical 1oT; lloT Security; Adaptive Threat Modeling; Dynamic Risk Assessment; APT-
Stage Intelligence; Intrusion Detection; Operational Decision Support.
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Highlights
» The widespread implementation of 10T and 10T in critical systems has extended...
» Current intrusion detection models are ill-equipped to capture APT behavior...

» Current loT security models classify detected intrusions as benign or malicious.

IMPACT STATEMENT

The widespread implementation of IoT and IloT in critical systems has extended the attack surface against
which Advanced Persistent Threats (APTs), characterized by a multi-step and persistent nature, can operate.
Current intrusion detection models are ill-equipped to capture APT behavior because they are event-centric
and focus on detecting events that indicate intrusion. Current IoT security models classify detected
intrusions as benign or malicious. Still, they cannot handle campaign progression, temporal persistence,
varying threat levels, critical asset exposure, uncertainty, or prioritization of response actions. In this paper,
we present an Intelligent Adaptive Threat Modeling (IATM) approach that views intrusion detection as an
evidence-generation process and adds an adaptive threat-state modeling layer on top of it. We select CICAPT-
[10T2024 as the primary benchmark because it provides network traffic, provenance logs, attack timestamps,
and multi-stage APT evidence from an IIoT testbed. We specify a leakage-safe evaluation protocol for event-
level detection, threat-state estimation, static-versus-adaptive...

1 1. INTRODUCTION

Critical IoT/IloT environments require security mechanisms that can interpret not only isolated
malicious events but also the progression, persistence, and operational consequences of multi-
stage Advanced Persistent Threat (APT) activity. Accordingly, this study positions adaptive threat-
state modeling as a bridge between event-level intrusion detection and risk-aware operational
decision support.

A. Background and Motivation

The Internet of Things (IoT) and Industrial Internet of Things (IloT) increasingly support cyber-
physical operations in manufacturing, energy, transportation, healthcare, smart infrastructure, and
industrial automation. By integrating sensing, connectivity, edge/cloud analytics, and automated
control, they improve visibility and decision-making but also expand the attack surface through
heterogeneous devices, constrained endpoints, diverse protocols, and continuously changing
operational conditions. Recent cybersecurity research highlights the growing role of artificial
intelligence in cyber defense and threat analysis [1]. However, high event-level detection
performance does not by itself establish the operational state of a developing cyber campaign.
Effective IoT defense also requires understanding how malicious activity is progressing, how
persistent it is, which assets are exposed, whether risk is escalating, and when to prioritize a
response.

Al has emerged as an enabler for cybersecurity analytics because learned models can uncover
sophisticated, dynamic behavior that static signatures alone cannot capture. Recently, research has
highlighted the use of machine learning and deep learning in cybersecurity to show how to build
adaptive analytical systems [2]. However, using Al for cybersecurity creates new challenges: data
leakage must be controlled, probabilities must be calibrated, the minority class must be assessed
separately, and model decisions must be made transparently based on the evidence used.

B. Advanced Persistent Threats in Critical loT

Advanced Persistent Threats are sophisticated, covert, and persistent attacks that can unfold
through multiple methods and tactics over an extended period. In such an attack, a single
observation is only one part of a larger pattern involving persistence, discovery, credential access,
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lateral movement, command and control, collection, and exfiltration. This is an important criterion
for Internet of Things (10T) research, where temporal order and context must be preserved.

Recent studies show that temporality and collaboration context help detect APTs. Provenance
connections, sequence knowledge, graph structure, and collaborative protection may help
reconstruct persistent attacks. However, identifying a particular phase does not equate to
evaluating the attack's operational importance. The security analyst must understand whether the
gathered data imply escalation, whether the attacked asset is operationally important, what
uncertainty exists in the estimated system state, and whether the evidence is sufficient to act early.

C. Research Problem and Gap

Most prior IDS studies in 10T focus on classification-based cybersecurity monitoring, whereas
existing APT studies increasingly emphasize provenance graphs, stage detection, and attack
sequence reconstruction. Several alternative viewpoints, such as dynamic risk assessment, threat
intelligence, ATT&CK-based analysis, vulnerability severity analysis, and reasoning at campaign
stages, may be considered, although they are studied independently. The current literature review
contains no sufficient empirical studies on transforming the APT sequence into a temporal adaptive
threat state for IloT environments.

Consequently, this research addresses not only how malicious traffic can be categorized, but also
how reliable information from individual events can be used to build a developing profile of
campaign-level operational risk.

From Event-Level Intrusion Detection to Adaptive APT Threat Intelligence in Critical IoT Networks
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Figure 1. From event-based intrusion detection to adaptive APT threat intelligence in critical [oT networks.
As shown in Figure 1, the problem statement starts with a heterogeneous critical [oT/IloT
environment and multi-stage persistent APT activity. It ends with the drawbacks of traditional
event-based intrusion detection. The figure reflects the need to integrate information on APT
stages, persistence, progression, critical assets, and uncertainty into the threat's operational state.

D. Research Questions, Objectives, and Contributions

To address this gap, this paper proposes an Intelligent Adaptive Threat Modeling (IATM)
approach. We view the intrusion detection mechanism as a layer that provides evidence. In
contrast, the main innovation is the Adaptive Threat-State Model (ATSM), which dynamically
constructs the operational threat-state estimate by recursively combining current APT-stage
evidence with previously held beliefs about the threat state. This approach ensures the research is
not just another classifier accuracy study.
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Four research questions guide the study design: RQ1 asks whether temporal state updating
better estimates APT stage and transitions than independent event classification. RQ2: Is adaptive
threat scoring able to offer better warning performance compared to static risk scoring, given a
bounded number of false alarms? RQ3: What are the effects of persistence, asset criticality,
escalation, uncertainty, and temporal adaptation on individual aspects of classification and
operations? RQ4: How well does IATM perform across temporal-window changes, incomplete
evidence, multiple random seed generations, and additional benchmarks when applicable? These
objectives are to create a leakage-resistant evidence pipeline, estimate the changing probabilistic
threat state, measure the asset-dependent risk, assess early-warning properties, and verify claims
through controlled ablation and testing.

Contributions include: (i) APT threat state definition, which uses sequence IloT evidence to
represent APT campaigns adaptively; (ii) Temporal model for stage probability, persistence,
transition evidence, and uncertainty; (iii) Dynamic scoring model, which utilizes stage impact,
criticality, escalation, and certainty; (iv) Early warning and operation prioritization module that
translates threat state into decisions for analysts; and (v) Leakage-safe evaluation protocol
including strong baselines, static vs adaptive comparison, ablation, robustness analysis, statistical
evaluation, and computational efficiency analysis.

E. Organization of the Paper

The rest of the paper is structured as follows. Section II reviews the literature concerning
intrusion detection in 10T/IloT, APT sequence modeling, dynamic cyber risk assessment, and
threat intelligence. Section III describes the proposed approach and its mathematical formulation.
Section IV introduces the dataset and the experimental setting. Section V presents benchmarking
and exemplary IATM results, along with comparative, ablation, and error analyses. Section VI
addresses the significance of the research findings, while Section VII indicates limitations and
threats to validity.

2 Il. LITERATURE REVIEW

Four interrelated research themes relevant to the current study are: intrusion detection systems
for [oT/I1oT based on artificial intelligence, sequential analysis of APT attacks, dynamic assessment
of cyber risks, and prioritization with the help of threat intelligence. The literature review
presented below provides a critical synthesis of these research directions.

A. Al-Based Intrusion Detection in IoT and 1loT

Learning and deep learning have emerged as key frameworks for anomaly and intrusion
detection in IoT domains. A recent review provides an overview of machine-learning-based 10T
intrusion-detection techniques [3]. More broadly, the literature recognizes the importance of
dataset construction, class balancing, and an appropriate evaluation context. A literature review
presents a framework to map learning approaches across IoT intrusion detection systems [4].
Another review examines deep-learning-based techniques for cyber threat detection in IoT and the
growing significance of representation learning in IoT security [5]. These works help to set up the
methodological context [6] for the event-level detection layer used here [7].

Recent empirical studies show that research in this area is moving beyond traditional classifiers.
Deep learning has been used directly for Industrial [oT intrusion detection and offers a good neural
baseline [8]. Attention-based bidirectional sparse autoencoding has also been used to develop
better attack representations [9]. More recently, research has explored temporal transformer
classification with flow-to-window aggregation for IoT traffic analysis [10]. Such methods leverage
context learned from data [11]; however, their primary output remains attack classification.

Dataset creation is equally important. Modern benchmark datasets differ significantly in device
diversity, attack coverage, telemetry sources, and time structure. [13] Some datasets are tailored
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for general binary or multiclass attack categorization, while others maintain higher levels of
provenance or longitudinal campaign evidence. [14] This difference becomes apparent because a
dataset that is good for attack categorization does not have to be good for campaign staging
assessment or dynamic risk analysis. [15]

B. APT Detection and Sequential Threat Analysis

APT detection research increasingly exploits provenance information because provenance
graphs encode causal and temporal relations among processes, files, network sockets, and other
system entities. Researchers have investigated a federated intrusion-detection approach for SOC-
centered APT defense [17]. Researchers have also used sequential graph learning to model APT
progression and stage transitions [18]. Masked graph representation learning provides a self-
supervised mechanism for provenance-based campaign detection [19]. These studies demonstrate
that campaign context can provide information that isolated event classification does not preserve.
[20] [21]

Researchers have also combined context-aware provenance tracing with deep learning to
support APT detection and investigation [22]. Dynamic provenance-graph detection explicitly
tracks persistent malicious behavior over time [23], while attack-intent-driven sequence learning
models multi-stage APT activity [24]. Collectively, this work shows that APT-stage progression is
already a substantive research area. [25] Therefore, the novelty of the present study cannot rest on
stage recognition alone; [26] the unresolved opportunity is to use stage evidence as an input to an
adaptive operational threat state [27] that also incorporates persistence, asset context, escalation,
and uncertainty. [28]

C. Dynamic Cyber Risk and Threat Modeling

Dynamic risk assessment (DRA) attempts to overcome the limitations of periodic or static
assessment by updating risk when system or threat conditions change. A systematic review
identifies a broad shift toward continuous and near-real-time cybersecurity risk assessment [29].
This establishes the need for risk estimates that evolve with new evidence rather than remaining
fixed. Dynamic attack graphs update attack paths and compromise risk when IoT topology changes
[30]. Scenario-driven simulation has likewise been applied to continuous risk analysis in Medical
[oT networks [31]. These approaches establish the importance of adaptation [32]. Still, their risk
updates rely primarily on topology, vulnerabilities, scenario assumptions, or simulated events
rather than an empirically observed multi-stage IloT APT campaign. [33]

D. Threat Intelligence and Quantitative Prioritization

Cyber Threat Intelligence (CTI) improves situational awareness by structuring adversary
behavior, indicators, vulnerabilities, and tactics. CTIoT provides an loT-focused mechanism for
collecting and processing threat intelligence [34]. An automated platform for gathering and
managing open-source cyber threat intelligence provides a complementary operational approach
[35]. These studies demonstrate the value of contextual intelligence, but they do not, by
themselves, provide a continuously updated, campaign-specific threat state. Quantitative
prioritization [36] and knowledge-base standards [37] are therefore considered later in the
methodology [38] and discussion [39], where they directly support the operational scoring design.
[40]

E. Critical Synthesis of the Literature

Table 1. Representative literature and the unresolved gap.

Study / Area | Dataset or Setting| Primary Output Strength Limitation Relative to [ATM
Ghiasvand et al. IIoT APT Network + Real multi-stage Dataset foundation; no
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Study / Area | Dataset or Setting| Primary Output Strength Limitation Relative to [ATM

(CICAPT-1IoT) campaign provenance APT evidence adaptive operational state
evidence
Neto et  al| 105]0T devices; Attack Broad modern IoT | Not a longitudinal APT
(CICIoT2023) 33 attacks classification benchmark campaign
Ferrag et al Attack Het Attack-cat ther th
(Edge TloTset) [0T/110T testbed . .ac . e erogeneous ack-ca .egory rather than
g classification [IoT environment campaign-state focus

et aph| AT | opmntion | B EBORL | Ot e
APT) detection & &
Ren & Geng
(Masked  graph Provenance Malicious node Self-supervised Detection rather than
APT) graphs detection graph learning operational threat state

Amaru et al

Detection +

Context-aware

No explicit asset-aware

P dat i tigati

(RAPID) rovenancedata | Investigation alert tracing dynamic risk state
context
Salayma
(Dynamic attack Dynamic [oT Updated attack | Adapts to topology | Not driven by sequential
graphs) topology paths/risk change APT telemetry
Czekster et al. . .
. . . Decision-oriented
(Dynamic  MIoT M.edlcal .IOT Continuous risk dynamic Simulation-centric
risk) simulation assessment
assessment

Yun & Min
(ATT&CK risk Edee-I[oT Quantitative Interpretable | Attack-type scoring; limited
scoring) & threat ranking prioritization campaign-state evolution

As shown in Table 1, prior studies address important parts of the problem separately, supporting

an integrated adaptive APT threat-modeling framework.
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Synthesis of Existing Research and Identified Research Gap
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Figure 2. Synthesis of existing research streams and positioning of the identified research gap.

As shown in Figure 2, the reviewed literature has developed along four strong but largely separate
streams: Al-based [oT/IloT intrusion detection, sequential APT analysis, dynamic cyber-risk
modeling, and threat-intelligence-driven prioritization. Their convergence exposes the central
research gap IATM addresses: the lack of an integrated mechanism that transforms sequential APT
evidence into an adaptive, asset-aware threat state for operational decision support.

F. Identified Research Gap

The literature indicates a remaining need for an empirically evaluated framework that
transforms sequential IloT APT evidence into a time-indexed adaptive threat state. Such a
framework should combine current stage evidence with historical state, temporal persistence,
transition behavior, explicitly defined asset criticality, escalation, and uncertainty; continuously
update threat severity as new evidence arrives; and convert the evolving state into interpretable
early-warning and response-priority information. This requirement motivates the proposed IATM
framework and differentiates it from conventional event classification, standalone APT-stage
detection, static threat scoring, and topology-driven dynamic risk assessment.

3 lll. METHODOLOGY

The proposed methodology is designed as an end-to-end evidence-to-decision pipeline that
preserves temporal order, prevents data leakage, estimates evolving APT states, and converts
contextualized threat evidence into operational risk and early-warning information. The following
subsections define the framework, mathematical formulation, adaptive state-update mechanism,
and evaluation-oriented components in a reproducible manner.

A. Framework Overview

The proposed IATM framework operates as an evidence-to-decision pipeline.

The framework subjects observations of temporally ordered networks and provenance
information to leak-safe transformations, analysis via a threat-evidence detector, mapping of APT-
stage probabilities, and recursive incorporation into an Adaptive Threat-State Model. The resulting
threat state, together with persistence, stage severity, asset criticality, escalation, and uncertainty,
is used to develop a dynamic operational threat score and an early-warning decision. The threat-
evidence detector is explicitly considered a support component in this respect; the key
methodological innovation lies in the adaptive threat-state and decision components.
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The full concept process flow is as follows: [1oT Evidence -> Leakage-Resilient Preprocessing ->
Threat Evidence Recognition -> APT Phase Intelligence -> Dynamic State Update -> Threat
Contextual Factors -> Dynamic Threat Rating -> Early Warning & Decision Making Support.

B. Data Representation and Leakage-Safe Preprocessing

Let the dataset with respect to time ordering be D = {(x_i, t_i, y_i)}, where x_i is the vector of the
observation at time t_i, and y_i is the label indicating whether the sample belongs to a normal or an
attack stage. The observations will then be divided into temporal windows W_t = {x_i | t-Delta < t_i
<= t}, while the function phi( ) builds a feature vector X_t = phi(W_t).

Wet={xil/t-A<ti<t} Xt=@W?t) (1)

We divide the ordered observations into mutually exclusive training, validation, and hold-out
test sets. Whenever possible, we use chronological or group-based partitioning rather than random
partitioning. We fit scaling, categorical conversion, feature extraction, dimensionality reduction,
probability calibration, and imbalance-handling techniques only on the training set and apply them
unchanged to the validation and hold-out test sets. Oversampling is limited to the training set and
is never used on the hold-out test set.
x~_Ij = (x i - u_j"train) / (o_j'train +¢) (2)

C. Threat Evidence and APT-Stage Intelligence

Each X_t corresponds to a set of probabilities that the supporting detector generates, i.e., p_t =
[p_t*(0),...p_t*(K)]. For temporal feature representation learning, attention-based models like the
Transformer or recurrent sequences like LSTM can be leveraged. Classical approaches remain
relevant for tabular traffic data, especially Random Forest and gradient boosting/XGBoost as
benchmarks. The amount of malicious evidence q_t can be calculated as one minus the benign
probability. Another vector, the stage-evidence vector e_t, reflects the probability of the APT stages
used in the experiments. This evidence is not an operational decision; it is an observation.
gt=1-pt'(benign) et'k)=P(St=sk/Xt) (3)

D. Adaptive Temporal Threat-State Model

Let it be the posterior probability distribution for the benign state and K APT threat states at
time t. Let the transition probabilities between state sj and state sk be captured by a transition
matrix A, which can be learned solely from transitions in the training sequence by using Laplace
smoothing, where a > 0 ensures no zero-probability transitions. Before observing the most recent
evidence, the previous posterior is passed through the transition matrix A to predict the new state.
Tt=A"Tnm (t-1) (4)
nt'(k) =[et"R)at'(k)]/[Zjet’")at"()] (5)

The resulting threat state is S”_t = argmax_k p (k). In this relation, the estimate is based not only
on the current state but also on historical evidence. As a result, random noise in the prediction
process will be diminished.
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Adaptive Temporal Threat-State Estimation and Dynamic Operational Risk Modeling
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Figure 3. Threat-state estimation and dynamic operational risk modeling over time.

As shown in Figure 3, the posterior threat state from the prior cycle is propagated using the
transition model, then integrated with the current threat and APT stage information to produce the
new state at time t. The new state determines persistence, stage severity, escalation, asset
criticality, and uncertainty.

E. Persistence, Severity, Asset Context, Escalation, and Uncertainty

Persistence of temporal persistence P_t is achieved through the use of an exponential-memory
function in retaining accumulated evidence of malicious activities. The expected stage severity V_t
is derived from the posterior probability distribution of the normalized stage-severity factors. The
criticality of assets C_t is the measure of the importance of the assets in operation. It is defined as a
contextual/experimental factor, not a native CICAPT-IIoT factor. The escalation factor E_t refers to
any increase in expected stage severity.

Pt=AP (t-1)+(1-1)qg.t (6)

Vi=Xkmt'\k) w k (7)

Et=max(0, Vt-V (t-1)) (8)

Ut=-[2 kmt"(k)log(m t"(k)+e)] /log(K+1) (9)

Asset criticality is defined as C_t = £_m a_m c_m, where c_m are normalized measures of asset
availability, integrity, confidentiality, safety, or operational importance, and a_m = 0 such that £_m
a_m = 1. Because criticality is not an innate label in CICAPT-IIoT, the mapping is an explicit
contextual input, not the ground truth. The mappings and weights must be specified, sensitivity-
analyzed, and excluded from stage-classification accuracy.

F. Dynamic Threat Score and Early-Warning Logic

The adaptive threat score for operational purposes, R_t, considers recent malice, anticipated
stage severity, temporal endurance, asset importance, escalation, and uncertainty. Stage malice
may be mapped to MITRE ATT&CK tactics and techniques, vulnerability severity to CVSS concepts
when provided, and campaign evolution within the Cyber Kill Chain framework. To avoid over-
parametrization of scores, we set non-negative weights (3_1...3_6 based only on validation data via
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regularized calibration against the predetermined operational states; 3_6 serves as the uncertainty
term.
Rt=1000(F0+L 1qt+L2VI+LI3Pt+L4Ct+LS5ELt-L6U L) (10)

The continuous score is calibrated with operational state labels that include Low, Guarded, High,
and Critical through thresholds derived from validation results. We determine the early-warning
threshold T_EW from validation data within a defined false-alert budget, and t_U restricts warnings
from states with high posterior uncertainty. We measure warning lead time relative to the first
occurrence of a critical campaign state. Stability in threat-state estimates is given by one minus the
average total variation difference of the posterior distribution during periods when the reference
state remains constant.

Alarm t =1ifR t> 1 EWand U t < t_U; otherwise 0 (11)
Lead Time = t_critical - t warning (12)

G. Training, Validation, and Scientific Evaluation

Model design is divided into three stages: training stage, where models are tuned on data for
preprocessing steps, detector parameters, transition modeling, and other learned components;
validation stage, which determines temporal window length, probabilistic scaling factors, score
multipliers, alarm thresholds, and all other hyperparameters; and the test stage, which is
performed on a held-out test set only after freezing of the entire pipeline. We run stochastic
procedures with 10 separate random seeds. Pairwise comparisons rely on the Wilcoxon signed-
rank test, adjusted by Holm for multiple comparisons, and effect-size calculation using something
like Cliff's delta. Sensitivity analysis includes both temporal-window and missing-evidence
perturbations; we cross-evaluate additional datasets only on metrics with the same semantics.

Algorithm 1 - IATM adaptive threat state update. Input: ordered in time evidence Xt, calibrated
probabilities of stages et, previous posterior mt-1, transition matrix A, and asset situation Ct. For
each window t: (1) obtain calibrated malicious and stage evidence; (2) propagate mt-1 through A;
(3) update and normalize Tt with respect to et; (4) calculate persistence Pt, severity expectation Vt,
escalation Et, criticality Ct, and uncertainty Ut; (5) obtain Rt using frozen score coefficients; (6)
map Rt to the severity state; (7) give an early warning only if both score and uncertainty conditions
are met; and (8) keep Tt as a prior for the next window. Output: posterior threat state, dynamic
threat score, uncertainty, warning status, and information for the analyst.
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Experimental Evaluation and Reproducibility Pipeline
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Figure 4. Experimental evaluation and reproducibility process for the proposed IATM system.

As illustrated in Figure 4, the experimental process maintains the sequence order while keeping
the training, validation, and testing data sets separate to avoid data leakage from the test set.
Afterward, the frozen model is evaluated for event detection, threat-state estimation, static-versus-
adaptive comparison, early-warning performance, ablation study, robustness, hypothesis testing,
and computational efficiency.

4 IV. DATASET AND EXPERIMENTAL SETUP

CICAPT-11oT2024 is chosen as the main dataset because it directly applies to the campaign-level
RQ. This dataset was collected in a hybrid real and simulated I1oT testbed based on Brown-IloTbed,
using software such as NS-3, Ubuntu, and Kali virtual machines, Raspberry Pi devices, [oT sensors,
OpenPLC, and the Modbus protocol. CICAPT-110T2024 provides two channels of evidential data:
provenance CSV logs and network traffic PCAP/derived CSV, plus an Attack Information file that
includes time, process ID, and attack category. The provenance representation includes 32
descriptive features for processes, artifacts, and edges, and more than 20 attack techniques across
eight APT tactics. CICAPT-110T2024 uses two data-collection phases: Phase 1 includes about 96
hours of benign behavior data, while Phase 2 includes about 72 hours of both benign behavior and
APT campaign data. According to the released distributions, Phase 1 has 46,773 benign provenance
nodes and 12,103,705 benign packets; Phase 2 has 52,954 benign provenance nodes, 330 malicious
provenance nodes, 9,535,819 benign packets, and 1,004 attack packets. Because approximately
99.5% of observations are benign at the source, macro-averaged and minority-stage metrics are
necessary.

In the final experiment, properly align provenance events and network observations by
timestamp and attack, ensuring that no future attacks are included in earlier windows. Perform
duplication detection and near-duplication detection before partitioning. If possible, include
complete attacks or temporally adjacent attack segments in the same partition. Export the number
of events retained, the distribution after preprocessing, and the number of excluded events from
the actual preprocessing process and add them to the final document; do not calculate them
manually.

Table 2. Dataset selection and role in the study.

Dataset Primary characteristics Role
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Dataset

Primary characteristics Role

CICAPT-11oT2024

Hybrid IloT testbed; provenance CSV + network
PCAP/CSV; Attack_info timestamps/PIDs/categories;
>20 techniques across 8 tactics; ~7 days; ~99.5%
benign

Primary dataset for temporal
threat-state, stage, and early-
warning evaluation

Edge-lloTset

Heterogeneous [oT/IloT testbed with broad attack
categories

Supplementary event-level
robustness/generalization
where labels permit

Supplementary event-level IDS

CICIoT2023 105 IoT devices; 33 attacks in seven categories
benchmark
Network, telemetry, and operating-system data|Background/cross-dataset
TON_IoT
sources reference benchmark

As shown in Table 2, CICAPT-11oT2024 is the primary APT benchmark, while the remaining
datasets serve supplementary or reference roles.

Table 3. Pre-specified implementation and evaluation protocol.

Component Pre-specified implementation/reporting requirement
Chronological /group-aware split; duplicate audit; training-onl
Data  partition & ) 5 (g P . P , P . . g. Y
. scaling/encoding/selection; no oversampling outside training; exact retained
preprocessing

counts exported from code

Baselines & evidence

Random Forest, XGBoost, LSTM/GRU or Transformer; calibrated probabilities;

models independent stage classifier and non-adaptive temporal baseline
ATSM/IATM Temporal window, calibration, transition settings, score coefficients and warning
selection thresholds selected on validation only; test evaluated after complete freeze

Primary metrics

Macro/weighted F1, stage-wise precision/recall/F1, PR-AUC, FPR/FNR, MCC,
transition accuracy

Operational metrics

Warning lead time, detection delay, false-alert rate, threat-state stability, severity
calibration

Remove persistence, asset criticality, escalation, uncertainty, and temporal

Ablation _ _
adaptation one component at a time.
Temporal-window sensitivity; missing-evidence perturbation; 10 predefined
Robustness & |random seeds; mean * SD; paired Wilcoxon signed-rank test against the strongest
statistics internal baseline; Holm correction for multiple comparisons; matched-pairs rank-
biserial effect size; 95% confidence intervals where appropriate
Efficiency &|parameter count, inference latency, throughput, peak memory, exact
reproducibility hardware/software environment, package versions, random seeds, split
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Component Pre-specified implementation/reporting requirement

identifiers, model checkpoints, and raw result logs retained for audit

As shown in Table 3, the protocol makes the train/validation/test separation, model-selection
boundary, ablation logic, robustness tests, statistical procedure, and efficiency reporting explicit.
The remaining dataset-specific counts and hardware/software values are intentionally deferred to
the executable experiment rather than being guessed.

5 V. RESULTS AND COMPARATIVE ANALYSIS

The Results section separates verified published CICAPT-IIoT benchmark values from a pre-
registered [IATM reporting template. The published benchmark values are external reference
results, not outputs of the proposed framework. All proposed-model numbers, ablation values,
trajectories, confusion patterns, and repeated-run summaries shown in this manuscript are
illustrative placeholders used only to define the final reporting structure. Replace them, without
exception, with traceable outputs from the frozen, held-out evaluation protocol before journal
submission.

A. Published CICAPT-1IoT Benchmark Performance

The primary CICAPT-IIoT benchmark source reports approximately 99.5% benign observations,
so overall accuracy alone is not a reliable indicator of APT-detection quality. Its Node2Vec and self-
supervised-learning (SSL) baselines demonstrate that recall and F1 can remain materially lower
than accuracy under this imbalance. Tables 4-6 reproduce selected values from that published

benchmark solely as external reference points; they are not re-estimated by IATM.
Table 4. Published CICAPT-IIoT binary-detection benchmarks.

Representation / Model Accuracy (%) Recall (%) F1-score (%)
Node2Vec + XGBoost 99.82 71.61 82.70
Node2Vec + Random Forest 99.79 66.00 78.81
SSL + Extra Trees 99.86 84.44 87.85
SSL + Random Forest 99.86 82.32 87.60
SSL + XGBoost 99.84 83.59 86.38
SSL + Decision Tree 99.83 83.61 86.15

As shown in Table 4, self-supervised representations improve recall and F1 over Node2Vec

baselines despite similarly high overall accuracy.
Table 5. Published SSL-based multiclass CICAPT-IIoT results.

Model Accuracy (%) Recall (%) F1-score (%)
XGBoost 99.75 58.16 62.77
Random Forest 99.75 57.89 62.99
Extra Trees 99.73 56.57 60.32
Decision Tree 99.67 54.71 52.64
k-NN 99.71 43.40 47.24
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As shown in Table 5, multiclass recall and F1 decrease substantially despite accuracy above 99%,
highlighting the effect of class imbalance.

Table 6. Published SSL-based APT-stage results.

APT Stage Group Model Recall (%) Precision (%) | F1-score (%)
Collection & Exfiltration XGBoost 72.94 88.81 78.97
Credential Access & C&C Random Forest 92.62 100.00 95.89
Defense Evasion & Persistence XGBoost 73.00 93.00 79.98
Discovery & Lateral Movement XGBoost 68.33 94.17 75.74

As shown in Table 6, APT-stage separability varies markedly, with Discovery/Lateral Movement
remaining more difficult than Credential Access/Command-and-Control. The values in Tables 4-6
are reproduced from the primary CICAPT-IloT benchmark identified in Section IV and should not
be interpreted as results produced by the proposed IATM implementation.
B. Pre-Registered IATM Evaluation Template

For manuscript development, we constructed an internally consistent illustrative result set to
show how we will report the final ATSM/IATM comparison. The independent stage classifier
achieves a Macro-F1 of 62.99% and transition accuracy of 60.84%; the non-adaptive temporal
model achieves 77.84% and 78.96%; and the proposed ATSM/IATM achieves 85.63% and 88.74%,
respectively. These values are not experimentally measured and are retained only to complete the
reporting structure and visual design.

Table 7. Pre-registered IATM reporting template (illustrative values; replace before submission).

ot [ rors g | ST [ amiatend [ b e
Independent Stage Classifier 62.99 60.84 4.8 10.6
mzjdaptive Temporall - 77 64 78.96 17.5 6.2
Static Risk Model — — 9.7 8.4
Proposed ATSM/IATM 85.63 88.74 32.6 3.1

As shown in Table 7, the illustrative comparison favors adaptive temporal modeling for stage
consistency, early warning, and false-alert reduction.
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Comparative Performance of Threat-State Modeling Approaches

100
[ Macro-F1
[ Stage-Transition Accuracy 88.74
85.63 7
80 - 77.84 78.96 //
s L 60.84
~ 60 .
Q
Q
g
<
& 40
20
. , | %%
Independent Stage Classifier Non-Adaptive Temporal Model Proposed ATSM/IATM

Ilustrative numerical results for manuscript development; replace with experimentally measured values before submission.
Figure 5. Pre-registered comparison format for threat-state modeling approaches (illustrative values).

As shown in Figure 5, the illustrative comparison separates independent stage classification from
non-adaptive temporal modeling and the proposed adaptive ATSM/IATM configuration. The
progressive increase in Macro-F1 and stage-transition accuracy is illustrative only; replace these
values with measurements from the frozen held-out test protocol before submission.
C. Planned Temporal Threat-State and Static-versus-Adaptive Evaluation

The principal behavioral expectation of IATM is not a forced monotonic increase in risk, but a
state estimate that responds to accumulated evidence more coherently than independent event
scoring.
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Adaptive APT Threat-State Evolution Across a Multi-Stage Campaign
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Illustrative temporal trajectory; actual trajectory must be generated from held-out CICAPT-110T2024 predictions.

Figure 6. Pre-registered temporal threat-state visualization format (illustrative trajectory).
As shown in Figure 6, the exemplary threat-state severity rises as evidence builds across
subsequent APT phases, with the warning triggered in the latter stage of the attack. This trend
illustrates how IATM retains temporal context and reveals any escalation that might occur; the
final curve and warning must be computed using predictions from CICAPT-110T2024 only.

Static versus Adaptive Threat Scoring Across an Evolving APT Campaign
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Figure 7. Pre-registered static-versus-adaptive threat-scoring visualization format (illustrative values).
Figure 7 makes the difference clear: static scoring is more volatile because it assesses each
temporal window independently, without considering the system's previous state, whereas IATM's
adaptive trajectory accounts for the previous state and its persistence. It can be concluded that this
is the intended strength of temporal memory.
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D. Planned Ablation Analysis

The IATM ablation experiment evaluates each component of IATM. Based on the example results,
eliminating temporal adaptation yields the largest decrease in Macro-F1 and transition
performance, whereas removing persistence mainly affects temporal continuity and warnings.
Removing asset criticality has little impact on stage classification, since its main purpose is
prioritization, not stage classification. Handling uncertainty should affect false-alarm behavior

more than class-level F1.

Table 8. Template for pre-registered IATM ablation (example values; replace before submission).

Configuration Macro-F1 (%) AZZI?:;;S(E;)) Warningnliiz)id Time Ffilsti ?i/i ;t
Full IATM 85.63 88.74 32.6 3.1
Without Temporal Persistence 82.41 84.92 24.1 4.8
Without Asset Criticality 85.31 88.38 25.7 3.6
Without Escalation Modeling 84.76 86.43 20.9 4.3
Without Uncertainty Handling 85.08 88.17 30.8 6.9
Without Temporal Adaptation 74.26 70.83 11.5 7.8

As shown in Table 8, the illustrative ablation indicates that temporal adaptation has the largest
effect, while other components provide complementary operational benefits.

Ablation Analysis of the Proposed IATM Framework

B Macro-F1 (%) Stage-Transition Accuracy (%)

95 Temporal adaptation provides the largest

contribution to stage-transition modeling
in the illustrative ablation.
90 i 88.74 88.38 88.17
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851 ! ! 8
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SN =
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5} | i
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---------------- Temporal Asset Escalation Uncertainty Temporal i
Persistence Criticality Modeling Handling Adaptation !
IATM Configuration

Illustrative ablation values; experimental validation required before publication.

Figure 8. Pre-registered IATM ablation visualization format (illustrative values).
As shown in Figure 8, the representative ablation study captures the impact of eliminating
temporal persistence, asset importance, escalation dynamics, uncertainty consideration, and
temporal adaptation from the full IATM setup. Eliminating temporal adaptation yields the largest
representative degradation, consistent with the methodology's expectation that recursive state
updates are important for stage-transition modeling.
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F. Error, Robustness, and Statistical Validation Plan

Normalized Confusion Matrix for Adaptive APT Threat-State Estimation
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Ilustrative normalized confusion matrix; replace with matrix computed from held-out test predictions.

Figure 9. Confusion-matrix format, pre-registered and normalized (illustrative data).

As shown in Figure 9, the normalized confusion matrix focuses on stage-specific errors rather
than overall accuracy. As shown in the example confusion matrix, the highest off-diagonal
confusion occurs between the Discovery and Lateral Movement stages and the Collection and
Exfiltration stages, as the matrix should reflect confusion between related stages.

The final experiment will run stochastic tests on pre-specified random seeds and report results
as mean * standard deviation. We will use paired statistical significance tests to compare the
proposed model against the strongest baseline and report a corresponding effect size measure. The
robustness test will involve testing different temporal-window configurations and, if possible,
evaluating another benchmark I[oT/IloT, based on the labeling system's semantics. The
computational test will report inference latency, throughput, memory consumption, and parameter
count.

Table 9. Pre-registered repeated-run summary template (illustrative values; replace before submission).

Metric Non-Adapl\)/:iov;e'll"emporal Proposed IATM Ill)l;;:;::::
Macro-F1 (%) 77.84+1.21 85.63 + 0.82 +7.79 pp
Transition Accuracy (%) 78.96 £ 1.47 88.74 + 0.93 +9.78 pp
Warning Lead Time (min) 17.5+3.2 32.6+3.8 +15.1 min
False Alert Rate (%) 6.2+09 3106 -3.1pp

As shown in Table 9, the illustrative repeated-run summary reports variability and comparative
differences that must be replaced by measured experimental outputs.

6 VI. DISCUSSION

The experiment aims to determine whether adaptive temporal threat modeling provides more
operational significance than traditional event-based intrusion detection for multi-stage APTs in
critical IoT. The main contribution should not be just another increase in attack-classification
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accuracy. What matters is converting each security observation into a dynamic picture of an
attack's course, severity, importance, uncertainty, and significance.

The illustrative example supports the hypothesis that temporal context helps stabilize APT-state
estimates. In an independent stage classifier, there is no information about past evidence; in
contrast, the temporal model leverages continuity between consecutive stages. The adaptive
approach extends this idea by incorporating the previous state distribution into the current stage's
evidence. This method is most beneficial when adjacent stages overlap in network and provenance
characteristics, such as Discovery & Lateral Movement or Collection & Exfiltration.

The static vs. adaptive dichotomy defines the key conceptual distinction between IATM and
standard risk scoring. While static scoring is mostly driven by the most recent observation and
thus varies widely, IATM preserves history through recursive state updates and persistence, while
also accounting for escalation, asset importance, and uncertainty. Real-world systems must allow
risk to decrease under prolonged benign observations, successful threat containment, the end of an
operation, or increased uncertainty. Methodologically, the only requirement is that changes in
operational risk are evidence-based.

Component-level interpretability is also important. Adaptation over time is expected to play a
vital role in stage transitions because it directly connects consecutive states. Persistence is thought
to affect stability and lead time, while asset importance affects prioritization. A quantitative,
ATT&CK-based threat analysis can serve as a reference point for interpretable risk prioritization.
Handling uncertainty serves a different purpose; it can lower the confidence of alerts presented to
the analyst. This could reduce false alerts without significantly affecting the Macro-F1 score.

Early warning is operationally meaningful only when considered jointly with false-alert
behavior. A system can trivially increase warning lead time by lowering the decision threshold, but
an excessive false-alert burden can reduce analyst trust and operational usefulness. SOC-oriented
research on MITRE ATT&CK integration and coverage optimization reinforces the need to interpret
technical detections in an operational context. The proposed warning logic therefore conditions
escalation on both dynamic threat severity and acceptable uncertainty. If validated empirically, the
resulting output would be more informative than a binary alarm because it can expose the current
APT stage, dynamic threat score, asset criticality, escalation trend, uncertainty level, and response
priority.

The proposed framework should also be positioned carefully relative to existing literature.
Knowledge-enhanced provenance learning, such as APT-KGL, shows how threat knowledge can
strengthen graph-based APT detection. MAGIC further shows the value of masked graph
representation learning for persistent-threat detection. More recent work confirms that
provenance-based APT detection is moving toward temporally and causally richer representations:
researchers have applied graph-based deep learning to APT detection in edge computing and
investigated time-aware provenance representations for critical infrastructure and power-system
settings. Hybrid time-position embedding further emphasizes the value of temporal ordering in
provenance-based intrusion detection. A broader review of attack-graph analysis in IoT also
identifies uncertainty, multi-stage assessment, and dynamic vulnerability reasoning as continuing
research challenges. IATM therefore does not claim provenance analysis, ATT&CK reasoning, or
dynamic risk individually as novel; its research position is their integration into a single evidence-
to-decision mechanism with explicit adaptive state, asset context, uncertainty, and early-warning
logic.

The stability of the threat state adds another tradeoff between responsiveness and temporal
consistency. Small windows can be responsive but may not provide enough context, while larger
windows may smooth noise but can lag transitions. Ultimately, choose the temporal model based
on validation rather than arbitrary predefinition. Possible failure cases include new attack
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methods, missing provenance information, incomplete or encrypted network visibility, concept
drift, sensor failure, and attacker deception. For these reasons, maintaining uncertainty is
important.

Fourth, the adaptability layer adds computational overhead compared with a regular classifier.
The modular structure mitigates this to some extent, since feature extraction and deep inference
can run on the edge gateway, monitoring server, or security operations center. At the same time,
state updates and dynamic scoring are relatively cheap. However, real-time or edge-based claims
must be backed up by latency, throughput, memory, and other resource measurements. The
numbers provided for the IATM in the current manuscript are indicative; therefore, performance,
significance, warning gain, and robustness claims must be based on the actual CICAPT-110T2024
output results.

7 VII. LIMITATIONS AND THREATS TO VALIDITY

This research has limitations that may limit the interpretation of the findings. First, CICAPT-
[10T2024 is a benchmark for IloT and therefore cannot encompass the full diversity of devices,
protocols, dependencies, attack objectives, and defensive strategies possible in reality. A machine
learning algorithm that performs well on the captured APT campaign will suffer distribution shift
when applied to different organizations, device sets, or attack behaviors.

In addition, asset criticality is not an inherent attribute of CICAPT-11oT2024. Any mapping from
device/service to operationally significant categories involves implicit context. To address this
construct-validity issue, the mapping, weights, and sensitivity analysis must be made explicit, and
classification performance should not be credited to asset criticality. Finally, the scoring
parameters, memory factor, transition parameters, and early-warning triggers may materially
affect operational performance. These must come only from training/validation and be fixed before
testing.

Fourth, APT stage labels and timestamps can be ambiguous at tactic boundaries, while sparsely
populated minority stages can lead to unstable estimates. Thus, macro-averaged, class-wise scores,
probability calibration, confusion analysis, and multiple random seeds will be necessary. Fifth, the
state model assumes the observable data contain enough temporal information for sensible
transitions; absent or late telemetry could undermine this. Sixth, construct validity is an issue for
the asset-criticality and score-weight choices unless sensitivity analysis shows that arbitrary
mappings did not drive conclusions. Lastly, reproducibility requires preserving exact dataset
versions, preprocessing code, splitting criteria, random seeds, library/package versions, hardware
specifications, model configurations, and raw results files. The IATM values used in the current
paper are not empirical and should be replaced.

8 VIII. CONCLUSION AND FUTURE WORK

This study proposes an Intelligent Adaptive Threat Modeling (IATM) framework for Advanced
Persistent Threat detection and operational threat assessment in critical [oT/IloT environments.
Rather than treating cybersecurity monitoring solely as event-level benign/attack classification,
[IATM connects calibrated threat evidence with APT-stage intelligence, recursive temporal state
updating, persistence, stage severity, asset criticality, escalation, uncertainty, dynamic threat
scoring, and early-warning decision support. CICAPT-11oT2024 is selected as the primary
benchmark because it provides temporally ordered network, provenance, and attack information
from a realistic multi-stage IIoT APT scenario. At the same time, the evaluation protocol enforces
leakage-safe preprocessing, frozen held-out testing, strong event-level and temporal baselines,
component ablation, robustness analysis, repeated random seeds, statistical testing, and efficiency
measurement. The methodological contribution is therefore the evidence-to-decision integration of
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detection, campaign understanding, adaptive risk interpretation, and operational prioritization
rather than any single classifier or scoring mechanism. The present manuscript includes verified
published benchmark context, but its proposed-model numerical results remain illustrative; a
journal-submission version must replace them with traceable held-out outputs generated by the
specified implementation. Future research should examine cross-environment generalization,
continuous adaptation to concept drift and unknown methods, asset criticality through
dependency graphs, explanations in terms of ATT&CK, robustness to adversarial attacks, and
analyst validation in realistic edge and Security Operations Center settings. The final
reproducibility package will include the exact data version, split process, configuration files,
package versions, random seed values, model checkpoints, and evaluation results; we will make the
code and derived data available in accordance with the journal's data and code release policy.
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